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Abstract

In this paper we investigate the composition of cheap network storage resources to meet specific availability and capacity

requirements. We show that the problem of finding the optimal composition for availability and price requirements can be reduced

to the knapsack problem, and propose three techniques for efficiently finding approximate solutions. The first algorithm uses a

dynamic programming approach to find mirrored storage resources for high availability requirements, and runs in the pseudo-

polynomialO(n2
c) time wheren is the number of sellers’ resources to choose from andc is a capacity function of the requested

and minimum availability. The second technique is a heuristic which finds resources to be agglomerated into a larger coherent

resource, with complexity ofO(n log n). The third technique finds a compromise between capacity and availability (which in our

phrasing is a complex integer programming problem) using a genetic algorithm. The algorithms can be implemented on a broker

that intermediates between buyers and sellers of storage resources. Finally, we show that a broker in an open storage market,

using the combination of the three algorithms can more frequently meet user requests and lower the cost of requests that are met

compared to a broker that simply matches single resources to requests.

Index Terms

Grid Computing, Quality of Service, Distributed Storage, Grid Economics

I. I NTRODUCTION

There is an abundance of unused storage resources connectedto the Internet. There are also a number of users who would

benefit from the ability to rent network storage, provided that the required size and performance characteristics are met.

To make use of these idle resources, and to create opportunity for commercial providers to bring new storage services online,

an open marketplace is needed to help connect buyers to sellers as well as to establish prices. This market approach to grid

computing is emerging as a popular paradigm in the literature. A buyer in this economy would like to meet his availabilityand

capacity requirements with the lowest cost solution possible. However, there might not be an exact match for the requirements

of the users in the pool of available resources. To solve thisproblem, we propose a model in which the user assembles a

resource of desired capacity and availability by combiningresources which, individually, do not satisfy the user’s requirements.

Note that a similar technique is used in local resources suchas RAID arrays. The various RAID levels such as RAID0

(striping), RAID1 (mirroring), and so on are just differentways of combining storage resources to meet the storage, reliability,

performance and cost demands. Our approach extends this model to a dynamic networked environment.
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Our objective is to design a broker-based architecture for the efficient allocation of the resources. As the optimal compo-

sition problem has a non-polynomial complexity, we are interested in finding efficient approximate algorithms, with modest

computational requirements.

This paper is organized as follows. In Section II, we discusscurrent work related to utilization of spare computationaland

storage resources, as well as the economics of trading and buying resources in a grid environment. In Section III, we introduce

an algebraic and graphical notation to express compositionof storage resources based on availability, capacity and cost. In

Section IV, we use the notation to analyze the complexity involved in these resource optimization problems. In Section V,

we describe a series of resource allocation experiments to test our algorithms, along with results and a discussion. Finally, in

Section VI, we discuss future enhancements to our work.

II. RELATED WORK

A. Redundant and High Performance Distributed File Systems

With the popularity of cluster computing and network computing, many storage systems have been designed to offer high-

performance and reliable storage by pooling together smalland less-reliable commodity components.

In [1], an architecture called ClusterRAID is designed for high reliability and integrity data storage using nodes of a cluster.

Redundancy information of an individual node’s data is stored in such a way as to maximize reliability and availability,while

minimizing network bandwidth. In the case of a node failure,the data can be reconstructed on any spare node. The use of

Reed-Solomon algorithms allow the user to specify how many faults can be tolerated. A similar system, netRAID [2], uses a

RAID3 style storage scheme, and is able to rebuild online in the event of a node failure.

The Cluster File System (CFS) [3], presents a solution for distributed video storage, aiming for high reliability, low cost and

transparent use. The video streams are stripped across the nodes, following the RAID paradigm. The system has the optionof

using additional parity blocks (analogous to RAID5) to allow the system to recover from the failure of a single node. CFS is

unique in that it is optimized for the delivery of sequentialvideo content and in the fact that the storage nodes monitor their

neighbors storage node to pinpoint failure.

These systems make use of RAID-style redundancy concepts for high reliability and availability, but concentrate on cluster

environments as opposed to the grid/distributed environments explored in this work. In a cluster environment where allthe

nodes are owned by the same entity there is no need to implement a storage market.

B. Grid Storage and Computation

Traditional cooperative grids, where resources are pooledwithin or among organizations, need to schedule resources in ways

that are both efficient and redundant.

[4] presents a system for allocating fragments of databases, to provide high-bandwidth, high-parallelism and highly available

access and processing. The sites are grouped by communication speed, and fragments are allocated in a way that reduces the

computational cost of the potential access to the data. Redundancy of the fragments provides the increased availability. This
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system, however, is not intended for resources that need to be purchased from providers, and does not attempt to minimize

replication through monitoring of availability.

The Athena system [5] explicitly accounts for reliability in both node and links in a computational grid to tune the performance

of a grid application. Athena performs a series of graph reduction algorithms to simplify the search for efficient transmission

and execution paths. When a node wishes to run a program on a specific data set, Athena will use these graph reductions to

calculate the most efficient path to transfer the data and theoptimal nodes on which to execute the program, accounting for

the reliability of the nodes and links. At runtime, it can then select the optimal path that is most likely to result in an efficient

execution. While Athena was shown to be effective for execution in this environment, it does not explicitly account for pricing.

It is not meant to allocate the data blocks, but merely to use the already allocated data blocks most efficiently.

C. Volunteer Computing and Storage

The pooling of spare resources across the Internet, was started by highly specific computational projects such as distributed.net

[6] and SETI@Home [7]. Over time, more generalized frameworks were developed, such as BOINC [8] and Bayanihan [9].

These systems are based on “volunteer computing,” using spare computation and storage resources to run important grand

challenge type problems, typically from scientific disciplines.

However, the problem with volunteer computing, is that a user may submit false or corrupt data; a user may be highly

motivated to make it look like he has done a lot more than he actually has. In [9], the author of the Bayanihan project

discusses the idea of sabotage-resistant computing, proposing two ideas for combating this. The first is voting with N-modular

redundancy. It is obvious that re-doing a computation becomes very expensive. The second idea includes spot checking with

blacklisting. That is, check the solutions randomly, and ignore the results of those who do not pass the checks.

Freenet’s [10] primary purpose is ensure a confederated storage network that is resistant to being shutdown. Spare hard

drive space and spare network bandwidth is utilized to storede-centralized web content. The content that is uploaded tothis

overlay network is replicated or replaced on the nodes in proportion to the content’s popularity. GNUnet is a similar distributed

storage project, intended to back up an individual user’s files onto the network [11].

The success of these projects has shown that both organizations as well as individuals possess spare computational and

storage resources, and the contribution of such resources to large projects is technically feasible. However, when thealtruistic

motivation does not exist, it needs to be replaced with an interest based motivation, that is, with an economics of grid resources.

D. Grid Economics

To achieve an efficient usage of spare computing resources, an efficient grid resource market, with sufficient liquidity is

needed. Just like the stock of a company can be bought or sold nearly instantaneously, the participants in the computational

resource market should be able to buy the desired resource without the need for complex search or negotiation.

Buyya, Abramson and Venugopal [12] discuss the shift from a system centric view of grid resource allocation, where

parameters like throughput and utilization are optimized,to a view of the grid that takes the value of resources into account.

They review the different economic models that have been explored in the context of grid resource allocation, including
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commodity market models, posted price models, bargaining,contract-nets, auctions, cooperative bartering, monopoly and

oligopoly.

The models and outlets for the future grid economy are still unestablished, and it is not clear what the community will adopt.

However, much of the research into economic grid resource allocation makes reference to some sort of broker ( [12]–[21] and

others), suggesting that, no matter what the future grid economy looks like, brokers will play a significant role. At least in the

infancy of applications that consume grid resources, allocating its own resources will place unnecessary strain and complexity

on the system, which could be much more easily handled by a dedicated broker.

Because of the clear need of a broker, much research has centered around developing a broker architectures and markets.

Gridbank [16], implements GASA (Grid Accounting and Services Architecture), which provides a variety of accounting and

payment functions for resource brokering on the grid. It uses a service-oriented architecture to support grid applications, and

keeps a database of producer/consumer accounts, and resource usage records. These usage records can help resource providers

estimate prices for their resources. Gridbank supports three different types of payment methods including pay before use, pay

as you go, and pay after use.

In [18], and [17], the authors present two complementary systems for economic resource allocation on the grid. The CPM

(Compute Power Market) is intended to apply to low-end systems, while GRACE (Grid Architecture for Computational

Economy), is intended for high end grid computing. For both systems, there are three entities, a market, a resource consumer

and a resource provider. The resource providers register with the market and download a Market Resource Agents. Similarly, the

resource consumers download a Market Resource Broker, thatinteracts with the market. The market itself mediates, potentially

charging a fee.

In [13] a simple directory service called Grid Market Directory is deployed to allow both application and human users to

browse and query available services by type, price and many other criteria. Future applications, for instance, lookingfor an

image rendering service would find the lowest cost service and employ that service in the application. In [19] the proposed

system offers different pricing schemes for general resources (such as CPU-time and storage) and specialized resources (such

as access to a scientific instrument.) The system splits providers into groups, each coordinated by a separate broker. The brokers

then coordinate to determine pricing for the resources. Thespecialized resources are priced through a double-auction.

The SX (Storage eXchange) system in [15] acts as a storage broker, allowing storage to be a tradeable resource. SX uses

a double auction market model for open market trading and also allows storage to be exchanged. The system brokers storage

requests by taking into account capacity, upload/downloadrate, and time frame of the storage reservation. The authorscite many

other criteria that should be taken into account, includingsecurity, high-availability, fault-tolerance, reputation, consistency and

operating environment.

Even though these architectures can match up resource consumers to providers, there is still the problem that none of the

providers may be reliable enough, or have the correct scale of resources needed. For instance, if a pool of desktop users are

providing the resources, then it is difficult to find enough storage or CPU power for large applications. Ideally, the market

could compose disparate resources (storage, CPU) into requested ones.

Because grid resources can be an unreliable and intermittent resource, there may be a need for the broker or market to
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compose a complex resource out a collection of simpler grid resources.

Mariposa [14] aims to execute database queries across distributed servers, using an economic framework. Each client with

a query specifies a budget for the query, which is then passed to a broker. The broker communicates with the various data

servers, who can trade data and queries at will. When the bidding processes completes, queries are finally executed and passed

back to the user.

Oceanstore [22] aims to build a data storage infrastructureon untrusted servers, using both redundancy and cryptography.

It is built around a market concept whereby users would pay a monthly fee for persistent and reliable storage. This would

be supported by storage providers, at various locations whowould trade storage resources among themselves. The prototype

implementation of Oceanstore employs both Reed-Solomon and Tornado algorithms for encoding redundancy.

While Mariposa and Oceanstore compose the necessary resources from professional providers, they are not intended for

millions of desktop web users to contribute resources. Individual resources, e.g. desktop PCs, must be composed differently

than professional service providers. There must then be explicit accounting for availability. The proposed brokeringalgorithms

aim to address these shortcomings, to open up to a larger listof sellers.

III. A N ALGEBRA OF STORAGE RESOURCECOMPOSITION

The idea behind this paper is that users requests for storagewith arbitrarily high capacity and availability requirement can

be satisfied through the appropriate composition of cheaperresource components which, on their own, do not meet these

requirements. However, we need appropriate guarantees that a specific composition indeed meets the requirements. In addition,

we need an appropriate method to find the cheapest resource composition which satisfies a certain set of requests. To achieve

this, we need a way to formally describe and manipulate composed storage resources, that is, we need anan algebra of storage

resource composition. Table I summarizes the notations used in the remainder of this section.

We consider a simple or composed storage resource to be characterized by its capacity and availability. We define availability

as the probability of successful resource access. We assumethat a broker has control over a set of resourcesRi, i = 1...n,

each with a known capacityC(Ri) and availabilityA(Ri).

A user requests resources from the broker by specifying the requested capacityC(Rreq) and availabilityA(Rreq). These

values are determined by the user based on the requirements of his application. A user will naturally accept a resource which has

higher capacity and/or availability. The broker can satisfy the resource request in four different ways. In the simplest case, the

request is satisfied with a simple resourceRalloc, which has the propertyA(Ralloc) ≥ A(Rreq) andC(Ralloc) ≥ C(Rreq). The

other three approaches are based on combiningd distinct storage resources through additive composition (AC(R1...Rk...Rd)),

redundant composition (RC(R1...Rk...Rd)) or distributed error correction (DEC(R1...Rk...Rd)) to produce a composed

resourceRcomp.

Our approach took inspiration from Reliability Block Diagrams, adapting them to the concept of availability of distributed

storage resources. The underlying assumption is that failures [23] in individual storage components do not stop the operation

of other components.

Additive composition combines two or more smaller resources into one larger one. All the involved resources are required
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TABLE I

NOTATIONS FORANALYSIS

Notation Description
R Set of storage resources, each labeledRi where1 ≤ i ≤ n. EachRi storage

resource includes a capacity, an availability and a price. There is only one
resource per network entity even though it may be divisible.

C(Ri) Gives the storage capacity of the resourceR.
A(Ri) Gives the availability probability of resourceR, 0 ≤ A(R) ≤ 1
P (Ri): Price per unit of storage for a storage resource.
Rreq A description of the resource required by the user.
Rcomp The resource being composed by the broker for the requesting user.
d Number of resources chosen to be part ofRcomp.
n Number of resources accounted for in the broker.
AC(R1...Rk...Rd) The result of additive composition of resourcesR1 throughRi.
RC(R1...Rk...Rd) The result of redundant composition of resourcesR1 throughRi.
DEC(R1...Rk...Rd) The result of distributed error composition of resourcesR1 throughRi.

to be available for the full storage resource to be considered available. The capacity and availability of an additivelycomposed

resourceRcomp = AC(R1...Rk...Rd) is given by the following formulas:

C(Rcomp) =

d
∑

k=1

C(Rk)

A(Rcomp) =

d
∏

k=1

A(Rk)

To additively compose a resource, the sum of the storage in the resources must be greater than or equal to our desired storage,

and the product of the availabilities must be greater than orequal to the required availability.

As an example, suppose there are two available storage resources,R1 with 0.7GB and an availability of 0.95 andR2 with

0.3GB storage and 0.98 availability.

Therefore if both of these resources are used,C(Rcomp) = 0.7GB+0.3GB = 1.0GB andA(Rcomp) = 0.98(0.95) = 0.931.

Fig. 1. Diagram of an additively composed resource.

Redundant composition is used whenever the user requires higher availability thanoffered by the currently available storage

resources. For this kind of redundancy (known as N-modular redundancy) only one of the resources is required to work for a

user to be able to access his data. When composing a redundant storage resource,Rcomp = RC(R1...Rk...Rd), the capacity

is constrained and the availability is given by

C(Rcomp) = min
k=1...d

(C(Rk))

A(Rcomp) = 1 −

d
∏

k=1

(1 − A(Rk))

As an example, suppose there are two available storage resources,R1 with 1.0GB and an availability of 0.8 andR2 with

1.5GB storage and 0.85 availability. Therefore if both of these resources are used,C(Rcomp) = min(1.0GB, 1.5GB) = 1.0GB
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andA(Rcomp) = 1 − ((1 − 0.8)(1 − 0.85)) = 0.97.

Fig. 2. Diagram of a redundantly composed resource.

The Distributed Error Correction (DEC) is analogous to the RAID5 disk drive composition method. This model must be

composed of at least three resources. All but the last resource stores some portion of the data. The last resource stores the XOR

of all of the other stores. In this way, the system can lose anyone resource and still provide the data to the user. For availability

all or all but one of the resources must be available. Therefore, composing a DEC resource,Rcomp = DEC(R1...Rk...Rd),

with d individual resources, requires that

C(Rcomp) = (d − 1) min
k=1...d

(C(Rk))

A(Rcomp) =

d
∏

k=1

A(Rk) +

d
∑

k=1



(1 − A(Rk))

d,j 6=i
∏

j=1

A(Rj)





As an example, suppose there are three available storage resources,R1 with C(R1) = 0.7GB andA(R1) = 0.8, R2 with

C(R2) = 0.6GB andA(R2) = 0.85 andR3 with C(R3) = 0.9GB andA(R3) = 0.78.

If all three of these resources are combined into a DEC resource, C(Rcomp) = 2min(0.7GB, 0.6GB, 0.9GB) = 1.2GB.

For availability,A(Rcomp) = 0.8(0.85)(0.78)+(1−0.8)(0.85)(0.78)+(1−0.85)(0.8)(0.78)+(1−0.78)(0.8)(0.85) = 0.9062.

Fig. 3. Diagram of the DEC resource. In this instance, three storage resources are represented, with a reliability blockdiagram symbol representing the
requirement that 2 out of 3 be operational.

It was previously stated that the user determines the requested resource capacity and availability from the requirements of

his application. However, every application runs better with high capacity, highly available resources. To prevent applications

requesting large amounts of resources with minimal benefits, the distributed storage system needs to implement aneconomic

model. While the details of the economic models vary, all of them establish incentives for the clients to request resources close

to the actual needs of the applications and, for the broker, incentives to satisfy the requirements as inexpensively as possible.

The brokers task, to satisfy as many requests as possible forthe lowest possible price is the central challenge of the system.
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IV. RESOURCE ALLOCATION ALGORITHMS

Our system assumes that a centralized broker mediates between the buyers and the sellers of the resources. As parties with

resources to sell first come online, they register themselves with the broker according to a unique, persistent ID. The seller

ID is used by the broker to keep track of whether the seller is online, the asking price of the resource, the parameters of the

resource (size and availability), as well as its history of uptime, and transaction history. A buyer, also with a unique account

ID, approaches the broker, requesting for a resource with specific capacity and availability.

Service Requests

Resource
Registration

Database of Resources

Centralized Broker
Server

Resource Usage

Buyers Sellers

Fig. 4. Design of the system. The sellers may be home PC users, organizations with a large storage surplus or dedicated storage providers. Solid lines
represent communication related to the brokering process, between buyers, sellers and the broker. The interrupted linesrepresent the peer to peer usage of
the storage resources.

In our notation, the broker receives a number of requests, each labeledRj
req. As with the resources mentioned in section

III, each request has a valueA(Rj
req) which gives the desired availability of the request andC(Rj

req) which gives the desired

capacity of the request. The sellers which are registered with the broker are in a setR with the members labeledRi (Ri ∈ R).

Each resourceRi, has an associated availabilityA(Ri), capacityC(Ri), and priceP (Ri) per unit of storage. It should be

noted that the needed storage portion can be separated from eachRi, leaving the rest for other allocations. The broker can meet

requests by allocating portions of one or more of the resources inR. The broker may return an allocation that refers to portions

of the storage resources from several different sellers, along with the the composition type of the allocation (single,AC, RC, or

DEC). The resourceRcomp refers to several individual resource allocations. Individual resource allocations include a seller and

an amount of the resource to be used, given by the notationIi = (Ri, C
i
alloc) whereRi is the seller’s resource referred to and

Ci
alloc is the amount of that resource allocated. As with the single resources, composed resources have associated availability

A(Rcomp), capacityC(Rcomp), and priceP (Rcomp).

In the following we describe the algorithm used by the brokerto compose and allocate resources. This brokering algorithm

is composed of four other algorithms, designed to find a particular kind of allocation (standard, AC, RC or DEC). The main

brokering algorithm applies these four algorithms to the current request and the current collection of sellers and chooses

the least expensive resource that meets the requirements ofthe request (assuming a solution exists and can be found by the

algorithms).
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Let us start by introducing some notations used in the pseudocode:

• SingleResource, RCResource, ACResource, DECResource: the total resource allocations returned by the single

resource search, the redundant composition resource search, the additive composition resource search, and the distributed

error composition resource search, respectively. Each total resource allocation can consist of a number of individual

resource allocations.

• LowestCostResource: the composed resource allocation that is found to be the lowest cost.

Next, we list the set of subroutines used by the broker’s algorithm.

• FINDLOWESTSINGLE: Performs a linear search through the list of sellers to find the seller with the lowest price that still

meets the minimum requirements.

• FINDLOWESTRC: Transforms the problem of finding the least expensive RC composition into the 0/1 knapsack problem,

and solves it using a well known dynamic programming approach.

• FINDLOWESTAC: Uses a heuristic to find the lowest cost resource made by AC.

• FINDLOWESTDEC: Uses a genetic algorithm to find the lowest cost resourcemade by DEC.

• SORTBYDIFFICULTY: Sorts the list of currently queued requests by the difficulty criterion, that isC(Rj
req)/(1−A(Rj

req))

with easiest requests first.

SortByDifficulty(Rreq);
foreach Rj

req do
SingleResource = FindLowestSingle(R, Rj

req);
ACResource = FindLowestAC(R, Rj

req);
RCResource = FindLowestRC(R, Rj

req);
DECResource = FindLowestDEC(R, Rj

req);
LowestCostResource = argmin P (SingleResource), P (ACResource), P (RCResource), P (DECResource);

end

Fig. 5. Pseudocode for the broker’s general algorithm.

The pseudocode for the general broker’s algorithm is described in Figure 5. To begin with, the algorithm sorts all of its

current requests, by the difficulty criterionC(Rj
req)/(1 − A(Rj

req)). This criterion is directly proportional to the requested

capacity (larger requests have a larger difficulty criterion) and inversely proportional to
(

1 − A(Rj
req)

)

(higher availability

requests will also have a larger difficulty criterion). Dealing with difficult requests first ensures that they have the first pick

of what is available, making it more likely that they can be met. Easier requests can then be met (even if at higher expense).

Therefore, the broker can potentially meet more of its requests.

The general brokering algorithm searches through the available resources, as well as the possible composed resources,for

resources that optimally meet the user’s requirements. It applies four separate algorithms which are each designed to find

allocations of different types. The algorithm then finds theleast expensive of all the potential allocations (argmin in the

pseudocode). We now present each of the search functions in turn.
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A. Redundant Composition Algorithm

The first algorithm is designed to find whether there are any RCcompositions possible to meet the current request among the

available resources and if so, which one is the least expensive. First, we show that the problem of finding the optimally priced

redundantly composed storage resources can be reduced to the classical knapsack problem. The problem is cast as follows.

There are several itemsi, numbered from 1 ton to be placed in a knapsack of capacityc. Each item has an associated price,

pi and an associated weight,wi. The goal is to maximize the value of the knapsack contents while staying within the capacity.

If we assume that an item must be taken or not taken, the problem is then referred to as the 0-1 Knapsack problem.

Redundant composition can be reduced to the knapsack problem. The items map to the storage resources,Ri, and the price

pi is insteadP (Ri). The capacityc and the weightswi are represented by expressions of the availability.

First, all sellers that haveC(Ri) ≥ C(Rreq) are selected. Because the full data must be replicated when it is stored with

RC, it is clear that any resource without the full requested capacityC(Rreq) can be automatically excluded. Using the equation

of availability for redundant composition:

1 −

d
∏

k=1

(1 − A(Rk)) ≥ A(Rreq)

easily becomes

d
∏

k=1

(1 − A(Rk)) ≤ (1 − A(Rreq))

For reasons that will become clear later, both sides must be greater than 1. A good way to guarantee this is by multiplying

by

1

(1 − max (A(Rk)))
d

This yields:

d
∏

k=1

1 − A(Rk)

(1 − A(Rmax))
d
≤

1 − A(Rreq)

(1 − A(Rmax))
d

Now, this equation is turned into a linear weight function, by taking the natural logarithm.

d
∑

k=1

ln

(

1 − A(Ri)

(1 − A(Rmax))
d

)

≤ ln

(

1 − A(Rreq)

(1 − A(Rmax))
d

)

If the termxi is added either equal to 0 or 1, depending on whether the resource is included, and added over alln instead of

d, the problem is now the 0/1 knapsack problem, with a weight functionwi = ln
(

1−A(Rk)
(1−A(Rmax))d

)

andc = ln
(

1−A(Rreq)
(1−A(Rmax))d

)

.

n
∑

i=1

xiln

(

1 − A(Ri)

(1 − A(Rmax))
d

)

≤ ln

(

1 − A(Rreq)

(1 − A(Rmax))
d

)
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While the aim for the original knapsack problem is to maximizethe price of the included items, our aim is to minimize

price. We can easily adapt the knapsack algorithm used to minimize price instead.

The general knapsack problem is NP-hard and the decision version is NP-complete [24]. However, for integer knapsack

capacity, a pseudo-polynomial approach does exist that uses dynamic programming [25]–[27]. To find an optimal packing

takes timeO(nc) [24]. If the weight functionswi and c are mapped from their real values into integer weights, thenthe

dynamic-programming-based knapsack algorithm can be usedto approximately find the optimal RC allocation. However, for

the equations to become correct, we must try sufficient numbers of d from 2 to n in the expressionswi = ln
(

1−A(Rk)
(1−A(Rmax))d

)

andc = ln
(

1−A(Rreq)
(1−A(Rmax))d

)

. Therefore, the final RC allocation algorithm iterates overvalues ofd from 2 ton and then applies

the dynamic-programming-based knapsack algorithm to the seller resources. This algorithm allows the problem to be solvable

in pseudo-polynomial time (dependent not only on the numberof resourcesn, but on the valuec) O
(

n2 log
1−A(Rreq)

(1−A(Rmax))n

)

.

The dynamic programming algorithm for solving the knapsackproblem works as follows. Begin with a table of weights

W [1..n, 0..c] wheren is the total number of sellers who are eligible to be included(have enough capacity) andc is the integer

representation of the availability quantityln
(

1−A(Rreq)

(1−A(Rmax))d

)

. Every valueW [i, j] in the table will contain the maximum value

that can be included ifc = j. Looking in this table will reveal the appropriate resources to be included. For more information

on this classical solution to the knapsack problem see [24]–[27].

B. Additive Composition Algorithm

To find the optimal additively composed resource, a second constraint is added to the knapsack problem. Suppose that, in

addition to not exceeding the capacity of the sack, one must not exceed another arbitrary dimension either (e.g. length). This

is referred to as the 2 dimensional knapsack problem, which can also be extended to an arbitrary dimensionality, becoming

the d-dimensional knapsack problem.

For additive composition, the resources that are selected when put together, must meet or exceedC(Rreq). The composed

resource also must not exceed the availability constraints. As stated before, the availability that must be met is

d
∏

k=1

A(Rk) ≥ A(Rreq)

By taking the reciprocal and the natural logarithm, we yieldan arrangement that is compatible with the knapsack weight

equation, as before:

d
∑

k=1

ln

(

1

A(Rk)

)

≤ ln

(

1

A(Rreq)

)

However, we must add the additional constraint that

d
∑

i=1

C(Ri) ≥ C(Rreq)

This yields a 2-dimensional knapsack problem, which is not easily solvable. Therefore, we design a heuristic that takesinto

account knowledge of the domain.
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To begin developing a heuristic, we first cull out resources that cannot be part of this kind of allocation. It is known thatall

sellers withA(Ri) < A(Rreq) can be automatically excluded, because they would immediately cause the availability of the

allocation to drop belowA(Rreq). The AC algorithm then begins iterating through the remaining resources, starting with ones

that are heuristically determined to be more promising. We now devise a metric that gives preference to resources that would

be better suited for AC allocations, called the AC criterion.

The AC criterion is defined to be:

σ(Ri, R
j
req) =

A(Ri)

P (Ri)
·

(

min(C(Ri), C(Rj
req))

C(Rreq)

)

The first part of the productA(Ri)
P (Ri)

gives the availability per unit price. This term is includedgive more emphasis to resources

that have good availability relative to their cost. Having asomewhat higher availability is important in AC allocations, because

availability of the composed resource drops as the product of its constituents (
d
∏

k=1

A(Rk) ≥ A(Rreq)). The second part of

the term
(

min(C(Ri),C(Rj
req))

C(Rj
req)

)

becomes a factor from[0, 1] giving more emphasis to sellers with large allocations available.

However, themin function limits this influence toC(Rreq), because there is no advantage to having more space than is

required when finding an AC allocation. This term helps find fewer large resources, instead of many smaller resources to again

avoid a rapid reduction in availability.

• FINDALL GREATEROREQUAL: returns a list of sellers with availability greater than orequal to the specified availability.

• SORTBYSTRIPINGCRITERION: sorts the list descending by the calculatedσ.

• currentAllocation: A composed resource made of a set of individual resource allocations.

Procedure: FindLowestAC
(R, Rj

req)
sellersWithMinA = FindAllGreaterOrEqual(R, A(Rj

req));
SortByStripingCriterion(sellersWithMinA, C(Rj

req));
real accumulatedSpace = 0;
real accumulatedAvailability = 1;
booleandone = false;
booleanvalid = true;
currentAllocation = ∅;
while ∃Ri ∈ sellersWithMinA and done != true do

if accumulatedSpace + C(Ri) ≥ C(Rj
req) then

done = true;
end
if accumulatedAvailability * A(Ri) < A(Rj

req) then
done = true;
valid = false;

end
if valid then

currentAllocation = currentAllocation ∪ I;
accumulatedSpace += C(Ri);
accumulatedAvailability *= A(Ri);

end
end
returncurrentAllocation;

Fig. 6. Heuristic algorithm for finding an additively composed set of resources.
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The algorithm takes a set of seller resourcesR and the requested resourceRj
req. As stated before, sellers without the

minimum availability are first culled out of the group because they would immediately bring the availability of allocation

below the requested level. Then the algorithm sorts the remaining resources in descending order by the defined AC criteria.

Following the sort, the algorithm iterates through and includes available resources until its has found a satisfactorycomposed

resource, or until there are no more resources with the minimum availability remaining. For each resource, the algorithm checks

to see if its addition would help the resource meet the necessary requirements. If a valid resource is found, the algorithm then

stops searching and returns the resource. Otherwise, it will return a null resource.

The loop through each of theRi is anO(n) process, while the sort is anO(n log n) process, making this algorithm work

in O(n log n).

C. Distributed Error Composition Algorithm

Finding the optimal distributed error composition configuration is a complex integer programming problem. However, there

are a number of meta-heuristics to which we can turn. Tabu search and genetic algorithms have both been successfully applied

to knapsack problems [28]. While our problem is harder than the traditional knapsack problem, it is relatively easy to frame

in terms of a genetic algorithm. The chromosome is formed with a binary gene for each available seller. The GA then tries

to maximize a fitness function which has been engineered to reward solutions meeting the minimum size, whose sellers have

the minimum required capacity and solutions that meet the requested availability. The fitness function is defined as follows:

Fitness(DEC) =
D1

A(Rreq)
min(A(DEC), A(Rreq)) + D2

(

1 −
dsuff

d

)

+ D3(ProperNumber(d)) +
D4

P

whereD1, D2, D3 and D4 are positive constants,P is the price per unit of the entire allocation,d is the number of total

sellers in the allocation anddsuff is the number of resources with sufficient space to be part of the allocation.ProperNumber

rewards solutions that are within a probable range of valid DEC solutions and is defined as follows:

ProperNumber(d) =











1 3 ≤ d ≤ DEC MAX

0 otherwise

DEC MAX (in our case 10) is a parameter of the broker representing thepractical limit of the number of differentRi

resources that can be part ofRreq. The the number of storage resourcesd that are part ofRreq could conceivably be as large

asn, but DEC MAX is used to find practical solutions and computationally simplify the task. Because this GA can produce

individuals that are not valid solutions, they are checked for validity before being added to the list of possible solutions.

The fitness function of the genetic algorithm used for DEC must find solutions that are not only valid (fulfill the requested

availability A(Rreq)) but minimize the price. Early experiments which only selected on the criteria of price had trouble finding

valid solutions. Therefore, additional terms are added to the fitness function which reward solutions for being closer to correct.

In addition to the fourth term, which selects for price, terms one to three help bias the search toward valid solutions.

The first term of the fitness function, D1

A(Rreq) min(A(DEC), A(Rreq)), evaluates how close the solution comes to meeting

the requested availabilityA(Rreq). By taking the minimum ofA(DEC) andA(Rreq), it ensures that the value remains between
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[0, 1]. From the standpoint of the broker, there is no need to obtaina solution with greater than requested availability. The

constantD1 provides a bias for this criterion.

The second term is designed to find solutions where all of the included seller resources have enough capacity to support

the requested resource. Allocations where the included resources do not all have enough capacity are technically invalid, but

rewarding closer solutions helps the GA concentrate its search. Dividing the number of sufficient-capacity resources over the

total included resources, determines what percentage of the resources have sufficient capacity.

The third term is designed to ensure that the solution contains a reasonable number of different sellers. Because redundancy

in a DEC allocation is entirely contained within one extra allocation, availability will quickly drop for allocations of too many

sellers. The term ensures that the number of sellers in the allocation meets the minimum number of sellers for DEC (3) and

is less than or equal to the maximum number of sellers (DEC MAX). While solutions that are not within this range are

technically invalid, giving them no fitness discourages thegenetic algorithm from pursuing solutions that are close tocorrect.

The fourth and final term helps the genetic algorithm search for smaller prices. Finding the lowest price (assuming that a

valid solution has been found) is the main objective. Therefore, smaller prices will drive the fourth term to be larger, with

appropriate bias byD4.

V. EXPERIMENTAL STUDY

A. Experimental setup

In the following we describe an experimental study which measures the benefits of our proposed approach compared to a

standard approach which involves only simple resources. Weassume that the broker queues up a batch of requests and clears

them in a single allocation step. This way more efficient allocations can be made compared to the case when a single requests

is allocated at a time. In our experiments we assumed that a batch of 50 requests are cleared in an environment with 200

sellers.

We compared two approaches:

• Standard allocation: the broker performs a linear search onthe single resources to meet the requests.

• Improved allocation: the broker performs a search on the single resources and the improved search algorithms described

in Section IV for the three types of composed resources.

The data sets considered in our experiments were taken from the work of Anderson and Fedak [29] concerning the statistical

properties of the hosts participating in the SETI@Home project. We generated the list of storage resources available was

generated by randomly selecting 50,000 free disk spaced free values from the host database. We filtered out values above1014

bytes, as these are probably due to erroneous reporting. Unfortunately, there is no host availability data provided on per-host

basis by the publicly available host database. Therefore, we generated some artificial values which match the statistical properties

of the SETI@Home hosts. We considered three reported values: on fraction, the fraction of time that the SETI@Home client

runs, theconnected fraction, the amount of time that the client program has access to an Internet connection and finally, the

active fraction shows the amount of time that the client is allowed to run. Forour application, we consider the average

availability to be the product of these three variables:
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A = (on fraction)(connected fraction)(active fraction)

= (0.81)(0.83)(0.84) = 0.5647

Using the value as the mean of a Gaussian random distributionwith a standard deviation of 0.1, availability values were

generated and paired with randomly selected disk space values. Finally, prices per Gigabyte of space were generated for

each resource pairRi. We assume that the pricing per unit of storage space is dictated by the availability, which becomes

asymptotically more expensive as availability approachesone:

P ∼
1

1 − A(Ri)
(1)

To provide random variations in pricing, this calculated price is multiplied by a normally generated random price factor with

average of 1.0 and standard deviation of 0.1.

For each clearing iteration within a run with particular values for the two parameters, 200 sellers were randomly selected

from the loaded seller pool, and 50 consumers were randomly generated. For each set of parameters, this clearing iteration was

performed 10 times and averaged. The consumers were randomly generated with average requested availabilitiesA(Rreq) in

the range of 0.3 to 0.99 and average requested capacityC(Rreq) of 1GB, 10GB, 100GB and 300GB. With these parameters,

consumer requests were generated by Gaussian random generators, with the given averages and standard deviations ofA(Rreq)
8

and C(Rreq)
2 for the required availability and capacity respectively. These were chosen under the assumption that the availability

required by users would not vary as widely as the space required (most users want “pretty good” availability). The GA

responsible for finding Distributed Error Compositions runfor a 100 generations with a population size of 100. The default JGAP

mutation rate of 0.1 was used. The constants for the fitness function were,D1 = 25.0,D2 = 25.0,D3 = 200.0,D4 = 50.0.

B. Results

Figure 7 shows the percentage of allocation successes for four different average request sizes. We plot both the standard

and the improved algorithm. We expect the improved algorithm to perform at least as well as the standard algorithm, as the

improved algorithm subsumes the previous one. The questionis whether the improvement in the allocation success justifies

the considerable computational expense of the improved algorithm.

The first observation, applicable to both the standard and the improved algorithm, is that the success rate becomes lower

with the increase on the average requested availabilityA(Rreq), as the requests become increasingly hard to meet. Second,

the higher the average requested capacityC(Rreq), the lower the success rate.

For cases when the both average requested availability and requested capacity is low, both algorithms can guarantee close

to 100% success rate. For other cases, however, the improvedalgorithm considerably outperforms the standard algorithm. In

fact, for a considerable range of scenarios, the improved algorithm can maintain success rates close to 100% even when the

success rate of the standard algorithm is very low. For instance, for requests with average capacity of 10GB and availability

0.9, the success rate of the improved algorithms is close to 100%, while for the standard algorithm is around 20%.
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Fig. 7. Percentage of successful allocations, using the standard and the improved allocation algorithm, for various average request sizes.

Still, the success rate of the improved algorithm declines for scenarios which have both high requested capability (100GB

and above) and high requested availability (0.7 and above).Even in these cases, the improved algorithm outperforms the

standard algorithm with a significant margin, which justifies the additional computational resources.

Figure 8 presents the price of the allocated resources function of the requested average availability and for various values

of the average requested size. Both algorithms try to minimize the cost of the allocated resources. As the improved algorithm

subsumes the standard one, the average prices for the improved algorithms will be at least as low as that for the standard one.

The overall space of the graphs reflects, in broad lines, the pricing model of Formula 1. Nevertheless, the average price for

satisfying the customer requests can be higher or lower thanthe one given by the price function under the following conditions:

• The price will be higher if there are not enough resources to satisfy the requests at the desired availability level and the

broker needs to satisfy it with higher availability, more expensive resources.

• The price may be lower if the broker is able to satisfy the request using redundant or DEC composition. This is true only

for certain types of size, availability and composition type combinations.

These considerations show that the improved algorithm should be able to guarantee lower prices. Indeed, the graphs in Figure



17

 200

 300

 400

 500

 600

 700

 800

 900

 1000

 1100

 1200

 0.2  0.3  0.4  0.5  0.6  0.7  0.8  0.9  1

P
ric

e 
P

er
 G

ig
ab

yt
e

Availability

1GB, Standard
1GB, Improved

(a) 1GB

 200
 300
 400
 500
 600
 700
 800
 900

 1000
 1100
 1200
 1300

 0.2  0.3  0.4  0.5  0.6  0.7  0.8  0.9  1

P
ric

e 
P

er
 G

ig
ab

yt
e

Availability

10GB, Standard
10GB, Improved

(b) 10GB

 180

 200

 220

 240

 260

 280

 300

 320

 340

 360

 0.2  0.3  0.4  0.5  0.6  0.7  0.8  0.9  1

P
ric

e 
P

er
 G

ig
ab

yt
e

Availability

100GB, Standard
100GB, Improved

(c) 100GB

 100

 120

 140

 160

 180

 200

 220

 0.2  0.3  0.4  0.5  0.6  0.7  0.8  0.9  1

P
ric

e 
P

er
 G

ig
ab

yt
e

Availability

300GB, Standard
300GB, Improved

(d) 300GB

Fig. 8. Prices for allocations with single and multiple resources.

8 validate this conjecture. However, the difference between the methods is significant only in the cases when the requests have

a high average availability and are of a medium 10-100GB size, where the savings can be as high as 50%.

Next, let us study the relative contribution of the different resource allocation types to the satisfaction of the requests. Our

objective, is again, to study whether the improved algorithm is justified. If a very large percentage of requests are satisfied using

single resource allocations, then the additional computational complexity of the improved method is not justified. Thegraphs

in Figure 9, however, show that this is not the case. In particular for the “difficult” allocation cases (with high availability and

large capacity requests) most of the requests are fulfilled with composed resources (mostly DEC and Redundant). For small

average requested sizes, standard allocations at low availability can be cheaper, and both DEC and standard allocations require

less redundancy (and therefore, potentially less cost) than redundant composition. This makes them dominant at low required

availabilities. For the larger requested sizes (in Figure 9c and 9d), the standard allocations are not as dominant, evenat low

required availabilities. This is because as the average requested size becomes larger, large enough single resources are less

likely to be found, and DEC has the most efficient redundancy.As availability requirements are more stringent, anythingbut

redundant composition has less and less chance of meeting it.
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Fig. 9. Percentage of compositions for runs at different average request sizes.

We note that only a very small percentage of the requests werefulfilled using additive composition. This is due to the fact

that the availability of an additively composed resource declines rapidly, and the average availability of the seller host pool is

already somewhat low. It is also more rare, especially at small sizes, to find less expensive additive compositions because it

takes several higher availability resource to make one lower availability resource.

Because the genetic algorithm used in finding the optimal DECallocations was relatively successful, it is worth finding

out how well the algorithm and the associated parameters would work in different grid environments. To evaluate this, we

performed tests for a single request ofA(Rreq) = 0.65 and C(Rreq) = 300GB averaged over 50 iterations. The sets of

sellers used were artificially generated to have average capacities of 25GB, 50GB, 75GB and 100GB. Each set of sellers was

evaluated over the values from 1 to 500 of each parameter. While each parameter of the fitness function was swept over its

domain of values, the others were kept constant at the levelsused in our prior tests (D1 = 25, D2 = 25, D3 = 200, D4 = 50.

The figures 10a, b, c and d illustrate the graphs forD1, D2, D3 andD4 respectively.

The graphs show that the optimal fitness values remain relatively constant despite market environments with differing

collections of resources. This stability indicates that the values chosen will likely translate well to other grid environments.

However, for any application of this genetic algorithm, it would likely behoove the developers to simulate system behavior
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Fig. 10. Varying fitness function values for a request ofA(Rreq) = 0.65 andC(Rreq) = 300GB

using known distributions of sellers and requests for the environment at hand. These simulations can ensure that the broker

delivers maximum performance for the environment in which it is used.

In figure 11, we show the time required to execute the various algorithms. The experiments were executed on a single core

of an 2.2GHz Intel Core2 Duo with 2GB of RAM. The simulations were in Java with no effort of optimization. The improved

algorithm is broken down by its constituent allocation searches to better indicate which phases are the most intensive.

In figure 11, the timing for the standard algorithm and the additive composition algorithm are absent, because they took less

than a millisecond to meet each request. Not surprisingly, the extra analysis came at the expense of additional computation.

The redundant composition algorithm took an average of about 50ms for 100 sellers to about 550ms for 1000 sellers. The

genetic algorithm for DEC took from about 1.2s per allocation for 100 sellers to over 10s per allocation for 1000 sellers.

While this is significantly greater than the standard algorithm, it can still be practical. For more permanent allocations, it may

be worth both the client’s and the broker’s investment of time to find an allocation that is less expensive. Additionally,the

algorithm can potentially be parallelized to greatly accelerate it.

As a final evaluation of the new algorithm, we execute a known test problem, which is small enough to find the optimal
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Fig. 12. Comparison of the standard, improved and optimal algorithms for C(Rreq) = 10GB and 15 sellers.

answer. As has been stated before, because the allocation problems are in NP, finding the guaranteed optimal solutions requires

a brute force search, taking a time exponential in the numberof sellers. Therefore, any comparison to the optimal solution

would have to be with a relatively small problem. To do such a comparison, a broker was evaluated with 15 sellers over a

simple request. A request of 10GB with varying requested availability was made to the broker. This was done over 50 iterations

(for 50 different sets of 15 sellers) and averaged. The results are shown in figure 12.

In 12a, the percentage of successful allocations is illustrated. Despite the standard algorithm rapidly losing the ability to

make an allocation after a requested availability of about 0.65, the improved algorithm remains either at or just below optimal.

For the pricing in 12b, pricing information was only compared as far as all three algorithms could find some solution, otherwise

those prices were not counted. As expected, the improved algorithm’s pricing remained between the standard algorithm and the

optimal algorithm. This fact demonstrates that while thereimproved algorithm does offer savings over the standard algorithm,

there is still room for improvement and future work.
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VI. CONCLUSIONS/FUTURE WORK

In this paper we proposed an approach to combine cheap network storage resources to achieve the desired availability

and capacity requirements of consumers. Although the optimal allocation problem is NP-hard, the combination of several

approximation techniques can be used by the storage brokersimprove the service provided to the users. Allocation algorithms

such as the ones presented may serve as the core of resource brokers on a future grid resource market.

Our future work involves both improving the performance of the proposed solutions, as well as extending them to a more

general problem. An important extension is to consider the network bandwidth through which the storage is available. Co-

allocation strategies like the one presented in [21] may reduce the transmission times of the involved blocks. The network

bandwidth should be factored in to efficient allocation as in, [20], and should affect pricing.

With the use of better representations and better evolutionary algorithms, it may be possible to compose more complex

arrangements of resources than the three presented. In addition, resources such as CPU power should be accounted for in

applications requiring more than just data storage. Such additional criteria can fit relatively easily into a genetic algorithm

framework.
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