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Abstract— In this paper, we present a version of the Proba- There are a number of practical scenarios where a privacy
bilistic Neural Network (PNN) that is capable of operating on  preserving implementation of a data mining algorithm, such
a distributed database that is horizontally partitioned. It does 55 the PNN, is desired. For instance, consider the scenario
so in a way that is privacy-preserving: that is, a test point can : )
be evaluated by the algorithm without any party knowing the Where_ several hospitals Want to use the data fr(_)m their
data owned by the other parties. We present an analysis of this Combined databases to train PNN to detect future instances
algorithm from the standpoints of security and computational of breast cancer. The consortium trying to accomplish this
performance. Finally, we provide performance results of an task involves hospitals from several different regions;hea
glgpolfim?r?tatlon of this privacy preserving, distributed PNN  of \yhich has essentially the same information on different

' patients (horizontal partitioning of the database). Thekwo
I. INTRODUCTION AND MOTIVATION presented in this paper will enable this consortium to use
HE, Probabilistic Neural Network (PNN), introducedthe PNN as a predictor of future breast cancer instances by

by Specht [1], is an effective neural network archi_utilizing the data from all the hospital sites, while at the

tecture, underpinned by a theoretically sound frameworg@Me time preserving the privacy of the patient information
It can effectively solve a variety of classification probkm for which each hospital cares.

The PNN is an approximation of the theoretically optimal The “training phase” of the PNN consists only of loading
classifier, known as the Bayesian optimal classifier (not tihe training points. This lack of a training phase makes the
be confused with the Nee Bayes classifier or Bayesian PNN very well suited for on-line operation, when new data
Belief Networks). However, to compute the Bayesian optimgioints are added to the training set. In PNN's performance
classification, one must know the class conditional prdbabi phase, in order for one to predict the label of a datum (e.g.,
ties involved. In his seminal paper, Specht uses the availabwhether a patient has breast cancer or not), whose label is
data to estimate these class conditional probabilitiess Thunknown, some form of distance of this datum needs to be
approximation is based on the work by Parzen, who in higalculated to every data-point belonging to the training se

1965 paper [2], provided a formula for the calculation of priyacy preserving data mining often tries to simulate a

these class conditional probabilities. _ _ situation where all data could be sent to a trusted third
The PNN has been shown to be well suited for a variefyary and mined on a single system by that third party. For
of classification problems, and it's regression countérpalsome mining tasks, e.g., mining of health care and criminal
GRNN has been shown very effective on a variety of regrefystice data, the transmission of this data to another party
sion problems. In fact, in [3], the authors show that GRNNyay violate privacy laws like HIPAA, the civil rights of the
has the highest performance for Qetectlng malignant breaéécused, and trade secrets. This is where privacy pregervin
cancers of all of the other algorithms evaluated. Specht§ata mining becomes most useful. Privacy preserving data
company, R2 Technology [4], currently is utilizing the PNNmining (PPDM) borrows various techniques from disciplines
algorithm in a hospital machine for detecting breast cancq|ie secure multiparty computation (SMC) among others in

Therefore, despite the availability of many other maching ger 1o mine the databases for useful conclusions, without
learning approaches to solve classification problems, S“B‘ibclosing too much information.

as the multi-layer perceptron neural networks, and support , ) , ,

vector machines, amongst others, the PNN maintains its_In this paper, we 0!35'9” PNN implementations f_or a
status as a highly accurate, well understood and theokigticaP"Vacy preserving environment. We show that our privacy
sound machine learning algorithm. In this paper, we shoRf€Serving PNN (PP-PNN) is also efficient in its use of
that PNN, in a privacy preserving environment, offers mangomputatlonal resources, as compared to the s?andard PNN
advantages. Besides its solid theory and success in macti@lgor'th,m' In sect|op Il. we review past yvork n PPDM.

it is highly parallelizable, easy to implement, and in certa In section Ill, we discuss the PNN algorithm in general.

configurations, lends itself to a high performance privacy iectlr?n IID\ﬁll\\,lve emphasize the nece(sjgarybmoglfltlzathnhs to

preserving implementation. mal e.t e a prlva(_;y preserving, Istri ute agorlt m.

We discuss our experimental set-up (section V) and we

Jimmy Secretan and Michael Georgiopoulos are with the Urityers present results (Section VI) that attest to the efficiency of

of Central Florida, Orlando, FL 32816, USA (jimmy@thepublidrg  the Privacy Preserving PNN (PP-PNN) algorithm, delineated
and michaelg@mail.ucf.edu). ¥€astro is with the Computing Research. Section IV. Einallv. in Section VII . K
Center, Costa Rica Institute of Technology (phone 011 5056 Z8)7; fax: In Section [V. Finally, in Section WE summarize our wor

011 506 552 6665, email: jose.r.castro@gmail.com) and offer some conclusive remarks.



Il. LITERATURE REVIEW B. The PNN Algorithm

Literature in the field of Privacy Preserving Data Mining From Bayes’ Theorem, we have that the a-posteriori
(PPDM) concentrates on how to coherently combine angrobability that an observed datusnhas come from class
mine databases in such a way to preserve the privacy of is given by the formula:
the individual parties’ data. How this is accomplished, and
the extent to which it is accomplished differs in the various
branches of PPDM. However, because our paper relies on

a secure multiparty computation (SMC) approach, we only i ,
In order to make effective use of this formula, we must

present research related to the SMC approach. o o
SMC has as one of its pillars Yao's work to solve thecalculate the a-priori probabilities for each class as wasll

Millionaire’s Problem [5]. The Millionaire’s Problem is it the class cgndltlonal_ probabilities. The a-priori protiabi .
two millionaires wish to find who has more money, butSan be estimated directly from the training data, that is,

__PT; _ - :
neither wants to disclose his/her individual amount. Yae?(cj) X, PT where PT; designates the number of points
proved that there was a secure way to solve this probleffy the training data set that are of class j . These class
by representing it as a circuit, sharing random portions dionditional probabilities are calculated (see [2]), atofes:

the outputs. Yao circuits, if necessary, can serve as a basic

p(x|e;)p(c))

e = P

X|Ci) =
building block for all necessary SMC operations. However, 1 IJDJ(T| i) (_ ZD (x(i)—xgj(i)ﬁ)

J

using Yao circuits is typically very inefficient, giving gs (2m)P/2(T12, 0i ) PT; >or=i exp i=1 " 2(0;)?
to the necessity of more efficient and more specializéjhere p is the dimensionality of the input patterns (data),
cryptographl? techniques. _ PT; represents the number of training patterns belonging

Since Yao's work, many SMC-based adaptations of dafy classj, Xi denotes the r-th such patter,is the input
mining algorithms have been developed, typically addnegsi pattern to be classified, ang is the smoothing parameter
either horizontal or vertical partitioning of the data. Ehe along theith dimension, used by the PNN classifier. The
include a decision tree algorithm [6], N@ Bayes [7], k- pNN algorithm identifies the input pattern as belonging to
means clustering [8], Support Vector Machines [9]), and Khe class that maximizes the a-posteriori probabjlity;|x).
nearest neighbor [10] as well as several others. To the bestrha choice of ther parameter has an effect on PNN's
of our knowledge a privacy preserving PNN algorithm hag|agsification accuracy. In this paper, we assume that
not appeared in the literature yet. parameters have been appropriately chosen, and we are only
concerned in loading the training data into memory, prior
to the initiation of the PNN’s performance phase. Once the

First we state both the model of our analysis and odPading is complete, a set of class conditional probabiti
assumptions. Then we present the PNN classifier in if9n€ for each class) is computed for each testing point. The

the paper where the notation, used throughout this paper,dgPosteriori probability. Figure 1 shows the pseudo-cofle o
presented. the PNN algorithm.

IIl. THE PNN ALGORITHM

A. Distributed Model and Assumptions foreach ¢ do
J

For the PP-PNN algorithm, we assume that we have | foreach X7 do
at least 3 parties involved. The parties are “semi-honest”. cCP; =
That is, they do not engage in malicious communication or CCP; + exp (— Zfil(x(z‘) - X{,(i))Q/(%E))
hacking to disrupt the network, but instead they try to use ;
the informatioq that they have and the information received foreach CCP; do
from other parties to find out as much as possible about other L CCP, = COP, /(2722 PT, 12, o) :
parties’ databases. The fact that there is no involveditgin J J J =170/
process for the PNN is much to its advantage in a privagy C(x) = argmax,; {CCP; (PT;/PT)};
preserving environment. There is a horizontal partitigrof Fig. 1. Pseudo-code for the PNN algorithm (serial version)
the D-dimensional training data, meaning that the training
points, X,. in S are divided among the parties, in some
way, such that each partf* owns severalD-dimensional
instances of the training data, designatedb&sA test point IV. PRIVACY PRESERVINGPNN ALGORITHM
query can be issued by any of the participating parties. The . .
party issuing the query is always referred to a®’a. We A. Distributed PNN
assume that there are no missing values, and that mergindgn this paper, we consider two different algorithms, one
the databases from all of the different nodes would yield #hat allows the test point query be public, and one that keeps
complete set of variables and records. the test point query private.




1) Public Queries: To begin with, we assume the exis-Again, this require$)(JK) operations. Finally, the last node
tence of a function calledecureSum, capable of summing must search through the CCP vector to find the class with the
together a matrix across many parties, without any indiidu largest probability, needin@(J) operations. Therefore, this
party knowing the intermediate terms. Such an algorithm BP-PPN version require8(.JJK + D max PT*) operations.
presented in [11]. The secure sum works as follows: Thie this case, the PP-PNN algorithm takes advantage of the
first party, takes its matrix and adds to it a random matriparallelism allowed by the distributed data.

R, of the same size. All of the elements &f are taken 2) Private Queries:To keep the query private, the party
from some field of numberg’, whose maximum value is that is performing the query must interact with each party,
designated agF|. This needs to be chosen to be largecomputing the distance betwesnand eachX*-/, but doing
enough to accommodate the group sum. The first parbo in a way that does not reveal the distance to either party.
then passes this new matrix to the next party, and the neRevealing the full distance could easily allow one of the
party adds (modulus ofF'|) its matrix to the result. This parties to solve for the query point or allow the querying
process continues until every party has added its matrix fmarty to solve for some of the other data points. Therefore,
the matrix being circulated amongst the parties. Finalig, t we utilize a commonly used technique in SMC, where the
originating party receives the result, subtracts from & thresult is shared randomly between the parties. If we can
random matrix that it has added, thus obtaining the finmhndomly share the result between the parties, each party
summed matrix result. This process does not disclose to aogn then calculate its owt’C P*, and securely sum then
party the individual matrices that resulted in this summetbgether in a way that is similar to how the public query
matrix. This function, as used in the pseudo-code, take®rsion of the algorithm operates.

two parameters. The first is the share that each party isTo securely find the distance betweeand eachX*-/, we
contributing to the sum, and the second is where the finake as our primary component the secure scalar product pro-
sum is to be stored. tocol from [13]. This protocol is built around the additiyel

When the query is public, we use an algorithm similahomomorphic cryptosystem. By definition, an encryption
to the one presented in [12] where the parties calculatdgorithm is additively homomorphic if the following holds
individual class conditional probabilities (CCPs) and suntrue:
them. The pseudocode, illustrating this in figure 2 is wnitte Enc(A) « Enc(B) = Enc(A+ B)
in Single Program Multiple Data (SPMD) style, similar to

an MPI program where Enc is the encryption function of the cryptosystem.

Given this, it is possible for two parties to participate in
computation together without compromising their operands

secur eSum( PTf, PT3); For our application, we use the cryptosystem provided by
foreach c; do Paillier [14].
foreach X*7 do We rewrite the algorithm from [13] here, assuming that,
CCOPF = COPF + two parties, P4 and PZ each have the vectors? and
‘ _ B i
exp (7 Z?:1(X(i) — Xk (i))z/(20?)>; e re_spec_ﬂvgly. We present the secure scalar product (SSP)
B algorithm in figure 3.
secureSun{ CCPf, CCFy) ;
if k== k" then Input: Vectorsx® andx® on partiesP# and P?
foreach CCP; do respectively.
| coP; = CCP;/((2m)PPPT I, 04) ; Output: Random shares? ands” on partiesP4 and
C(x) = argmax;{CCP; (PT;/PT)} ; P? respectively.
- ’ if k== A then
Fig. 2. The PP-PNN algorithm for the public query case (sk,pk) = CGener at eKey Pair () :

send( PB pk) ;

. . : — . . foreachi € (1,...,D) do
There is relatively little communication required for this L ex(i) = Encp(xA(0));
= » :

version of the PP-PNN algorithm. The first round of commu 5
nication to determine the number of members in each class sgnd( PPex);

requires that a vector of sizé needs to be communicated| L $" = Decsi(recei ve( PBy);

between all parties resulting iO(JK) time. Thereafter, | if k== B then

each party must find the squared difference between the | cx =receive( P4);

components of allX*J’s and the test poink, take the | send( P4, [T2, ex(i)<" ) - Encyi(—sP))
exponential of them, and sum them together. This is simil
to what needs to be done with the serial PNN algorithm, and
therefore take€)(D max PT*) time, as it can be done in
parallel. Each party must use the secure matrix summation toP“ generates a public/private key pair, encrypts all the
add the partial class conditional probability vectors thge elements ofx? and sends them td®Z. PP puts each

=

Fig. 3. Secure Scalar Product (SSP) algorithm.




encrypted element afx(7) to the power of the corresponding  The algorithm is presented in figure 4. In this pseudo-code,
element ofx? (i), and then takes the product of all of thesethe SSP (secure scalar product) is meant to be called by
numbers. Because of the properties of the homomorphéach party, with the two parameters being the vector owned
encryption system, this is equivalent to multiplying theby P and PZ respectively. On each party, it will return the
corresponding elements together and adding them. Howevegspective random sharg$ and s”.

while P? performs this computation, it cannot decrypt this

value, because onlf?* has the private key. Despite thiB? secur eSun( PTF, PT;)
does subtract a random sharé, which only PZ knows. He ik —— & then !
sends the remainder back B where P4 can only decrypt foreach P* do

the value of the scalar product minus the random share that foreach ¢. do

PB owns. Therefore, neither party knows the full value of !

. foreach X /%7 do
the scalar product, but each party has a random share of]|it. L A = T

_ﬂ;l’o _mcire easi]!);hlook at the plrivate ((qjue{y,l TPF}NNt (?I?'O GIP(QSSP(X/7X;k,j) _ Zfil(x’(i))Q)?
rithm in terms of the secure scalar product, let us first define . . _
normalized versions of each vector. CCPy = COPj+ SSP(sA, sB) ;

x'(i) = \7;2% =1...D, and else

X7 =Xy — 1. p, foreach ¢; do

Now, we can rewrite the class conditional probability foreach X,/ do
equation as: 5B, = o . S

. exp(2SSP(x, X 1) — S0 (X19(0))?);
plxle;) = ——— - S eap(—dis(x', X7) COPy = COPf+ SSP(s4, sB)
D/2 . . -
(2m) (Hi:l UZ) PT; +=1 secur eSun( C’CP;“, CCPj);
if k==Fk* then

wheredis(x’,X7) gives the Euclidean distance between th
query (testing point) and the corresponding training poin
At this point, we can write the distance in terms a scala

foreach CCP; do
L CCP; = (CCPY)

(D

1 .
(2m)P/2TIP | oy PT;’

=

product and two summations, as follows: | C(x) = argmax,; {CCP; (PT;/PT)};
D D Fig. 4. The PP-PNN Algorithm for the private query case
dis(x/,X;7) = S (x/(0)? + Y (X7 (i)? - 2x' - X
i=1 i=1

The performance of this algorithm is inferior compared
As pointed out previously in [15], a secure scalar produab the public query case. The additional time needed by
can be utilized for this problem. this version of the PP-PPN algorithm is mostly needed to
Now, the private query algorithm begins with a securgompute the secure scalar products. Because each phrty
sum, again used to calculate the number of training point&lds spurious values to the vectors it returns, each party
in each class. This is shared among all of the part®s.  communicates wittP*", O(PT) times, yieldingO (K (PT))
then engages in a scalar product calculation between tbperations for this step. Each* must also calculate the
query (testing) poink and every training data—poirK;’“j summation of the components of each of )S',’W'. How-
residing at partyP*. To complete the distance calculation,ever, this calculations can proceed in parallel, so thissadd
the summation of the squares of the components are addedD max PT*) operations to the process. A scalar product
along with the scalar product shares. Each pdtty now must be computed between every party in order to get the
owns a random share of the distance between each of @CP shares, thus requiring(K (PT)) operations. Finally,
training pointsX,*/ and the test poink’. Each partyP* these must be summed together, takifgJK). Conse-
adds some spurious random distance shares to its distamently, the final complexity of a private query PP-PNN
shares, so that it has exactRT; shares in each class. Thisalgorithm ends up being equal @( K (PT)+ D max PT* +
conceals the exact number of training points of each classy).
that a partyP* owns. Each party?* keeps track of which 3) Security Analysis:The PP-PNN versions discussed
shares are valid and which are spurious. All parties thembove reveal the class conditional probabilities for each
perform the exponential of their respective shares. RBinallclass. We could use a secure circuit protocol in order to
a scalar product is performed on the exponential of thessbscure these class conditional probabilities. Howeberet
shares, sharing the results of this betwé¥n and eachP*.  are certain applications where it is useful to know the CCPs
This scalar product skips operating on the spurious shardsr each class. The PP-PNN versions also reveal the number
The secure summation of all of these will then yield theof training points in each class, but as this is an aggregate
CCP vector to produce the final result. Finally, k", the statistic, it is acceptable. We now analyze the data redeive
class conditional probabilities are divided by the appiipr and sent by each of the parties.
factors and a label is found through linear search. First, we consider the public query case. Here, we have



two different types of parties involved in the computatidve  and dimensionality so as to evaluate the scale-up of the PP-
separately consider part*", which originates the query, PNN algorithms. The artificially generated database ctssis
andP* for k = 1...K, k # k*. We intend to show that in both of a 16-dimensional, 2-class Gaussian functions, with a 15%
cases, the parties discover only limited information whicloverlap.
they could not obtain from their own data and the final model. ) _
Because the secure sum has been proven to be secure Wiﬁ%.g’Experlmental Description
or more parties, the secure addition of th& vector will not Our privacy preserving algorithm preserves the integrity
reveal any party’s individual class frequencies, but véllgal  of the serial PNN algorithm. Because of lack of space, we
the final class frequency vector. Each party then calculatégve the proof for future work. Therefore, for the experitaen
its partial CCP vector based on that query and its owwith PP-PNN, the only concern is performance and scaling.
data points, which requires no further communication and/e vary the number of parties from 3 to 8, giving each
therefore exposes no additional information. Again, a secuparty 8,000 training points. Both the private and publicrgue
sum adds the individual CCP vectors, only exposing thalgorithms are evaluated for the time that it takes for them
final CCP, which is the result of our computation. The finalo execute 5 test point queries and an average is taken. A
portion takes place only o®*", so it can therefore expose nominalcs value of 0.5 over all dimensions and classes was
no additional information. By the composition theorem [16€chosen, because it worked well in the initial experimentati
if all components of the protocol are secure then the prdtocavith the Gaussian dataset. Because this paper only focases o
itself is secure Therefore, this algorithm is secure. the computational efficiency of the PP-PNN algorithms and
Now, we show the security of the private query version aBot their classification performance, no effort was expende
well. In this case, we also have the same secure sum to fitRioptimize the sigma parameter values for the PNN.
the PT vector and this is provably secure. Furthermore, in
this case, a secure scalar product, proved secure in [13], is
performed betwee*" and every other party’*. Because Here we present a table showing the average time to label
each has random shares, nothing of value is revealed. Takiest point querk. The number of parties is varied from 3
ing the exponentials of these shares is a completely loc® 8. Each party has a constant (8,000) number of training
computation and cannot expose any information. Anothdloints, thereby varying the total number of training points
secure scalar product takes place between the exponentf&®n 8,000 to 64,000.
of these shares. Finally, the same secure sum, as before, is
used to add together the class conditional probabilitids. A
of the aforementioned algorithms are secure, used within

VI. RESULTS

TABLE |
AVERAGE TIME FOR TEST POINT QUERY

their constraints. Eventually, processing completelyaloc K Public Query Private Query
to P*" is performed to compute the label, revealing no 2 8-8825 8?“!” gis
additional information. Once more, because all portions of : 0.0040 OBmmin 380
the algorithm are secure, the entire algorithm is secure. 6 0.004s 13min 03s
7 0.004s 18min 04s
V. EXPERIMENTAL SETUP 8 0.004s 23min 02s

A. Implementation

In order to simplify the evaluation of these algorithms, a VII. CONCLUSIONS ANDFUTURE WORK
C++ implementation with the MPICH [17] implementation  While both PP-PNN algorithms (public-query and private-
of the MPI standard for communication was used. Thiguery) remain practical, clearly the public query algarith
approach worked well because our distributed data minirgas a performance advantage over the private query one.
environment is simulated on a locally connected clusteThe public query case maximizes parallelism for the PNN,
To implement the Paillier encryption scheme, the Numbeghile minimizing network traffic. In addition, much of the
Theory Library (NTL) [18] was used along with code adaptegrivate query algorithm’s time is spent doing the expensive
from [19]. The cluster of servers consisted of nodes witkencryptions and decryptions that are involved in the secure
Opteron processors connected by gigabit Ethernet. Whie thicalar product. The public query algorithm could easiljlesca
is certainly faster than will be encountered in most WANup to more parties, all the while keeping efficient queries.
connections, Internet connections approaching thesedspee Future work will consider implementing intra-party paral-
are not unheard of for large organizations. lelism. Especially in the public query case, the distanaes b
tween the query and the training points can be calculated by
parallel machines at each party site, thus rapidly acdihgra

Because our objective is not to assess the classificatitile queries and making this suitable for a production enviro
accuracy of the PNN, but to instead evaluate the scalingent. In the private query case, further effort will be made
and efficiency of the PP-PNN algorithms, we use an artto optimize the software from a cryptographic standpoint.
ficially generated database for our experiments. An aifici There is also the possibility of using specialized hardware
database also allows us to generate data of arbitrary sizecrease the speed of cryptographic computations.

B. Experimental Database
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Notation Description .
S The set of training data for the classiication this research.
problem.
D The dimensionality of data points in the classi- REFERENCES
fication problem, agreed upon by all parties. B I )
PT The number of points in the training s&t [1] Ir?p Flggeﬂ]é 1P$|;gl())ab|hst|c neural network#yeural Networksvol. 3,
i The jth cl f the classificati bl f : T :
< intgrtjast'fzsf OJ © classflication problem o [2] E. Parzen, “On estimation of probability density functiand mode,”
J The number of classes in the classification prob- Annals of Mathematical Statisticgol. 33, pp. 1065-1073, 1962.
lem [3] T. Kiyan and T. Yildirim, “Breast cancer diagnosis usintatsstical
xi Th ' h traini int froms that is of ¢l neural networks,” innternational XII. Turkish Symposium on Artificial
r ert‘ tralnl_ng point fro . t atis o class;. Intelligence and Neural Networks — TAINN 20@®03.
X A D dimensional test point in the classification [4] “R2 home." http://www.r2tech.com, 2007
. _FIJ_LObI,?hm of |nteres:. f the traini it i — [5] A. Yao, “How to generate and exchange secretsPiac. 27th Annual
x(1) . e[; component of the training poin, @ = Symposium on Foundations of Computer Sciet686, pp. 162-167.
K Th b i ties in the distributed . [6] W. Du and Z. Zhan“, “Building decision tree classifier omivate
e nurtn er ol parties in the distributed envi- data,” in IEEE International Conference on Data Mining Workshop
& ronment. L . on Privacy, Security, and Data Miningol. 14, Maebashi City, Japan,
Pk* The kth party of the distributed enV|ronmer_1t. December 2002, pp. 1-8.
P The party that generates the query requesting the[7] J. vaidya and C. Clifton, “Privacy preserving naive baysassifier for
prediction of the class of test poist k™ can be veritcally partitioned data,” ir2004 SIAM International Conference on
any one of the indices from the sgt, 2, ..., K'} Data Mining Orlando, FL, May 2004.
Sk The portion of the training sef owned by party ~ [8] ——, *“Privacy-Preserving K-Means Clustering over Veally
P* in the distributed environmenk; = 1...K Partitioned Data,” in The Ninth ACM SIGKDD Inter-
PTJ?C The number of points in training sub-set st national Conference on Knowledge Discovery and Data
. of classc;. Mining, Washington, DC, August 2003. [Online]. Avail-
X,’fvﬂ The rth training point from the seS* that is able: http://www.cs.purdue.edu/homes/jsvaidya/pukepspaidya-
part of classc;. kmeans.pdf
X7 (i) The ith com;onent of the training poinKj' [9] H. Yu, J. Vaidya, and X. Jiang, “Privacy-preserving svhassification
" i=1..D " on vertically partitioned data,” ifProceedings of PAKDD ’'O6ser.
C(x) The class that PNN algorithm predicts for the ;(e)ggr;p'\"gjs |25%:omputer Science, vol. 3918.  Springeragerian
test pointx. o PR o - . e
p(cj|x) The a-posteriori probability that an observed [10] L. Xiong, S. Chitti, and L. Liu, “k nearest neighbor ctification across

p(x[e;) = CCP;

point x comes from class;
The class conditional probability that an ob-
served pointx is of classc;

multiple private databases,” iProceedings of the ACM Fifteenth Con-
ference on Information and Knowledge Managemént1 November
2006.

k L . [11] H. Yu and J. Vaidya, “Secure matrix addition,” Univeysitof
cop; Ihgi\fé?]sfhg??tdﬁf:acgﬂgbffggq'tﬁlg;;es\fvﬁiiﬁern lowa, Tech. Rep. UIOWA-CS-04-04, 2004. [Online]. Availabl
c’an be computed at party* ’ http://hwanjoyu.org/paper/techreport04-04.pdf
CCP;j The class conditional protiability of test pat- [12] J. Secretan, M. Georgiopoulos, |. Maidhof, P. Shiblydal. Hecker,
J temn x, given that it has come from class; “Methods for parallelizing the probabilistic neural netkoon a
CCP', — K copk . beowulf cluster computer,” inWorld Congress on Computational
J T k=1 g ) Intelligence Vancouver, B.C., Canada, 2006.
p(c)) The a-priori probability that a datum in the [13] B. Goethals, S. Laur, H. Lipmaa, and T. Migliken, “On private

o= (01,02,...,0D)

classification problem is of class.

A vector of parameter values used by the PNN
algorithm to estimate the class conditional prob-
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